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This research aimed to analyse and conceptualise the phenomenon of the
information state through the lens of national security and political identity.
Accordingly, the study examines contemporary approaches to the concept of
the information state within the framework of national security and political
identity. The research methodology encompasses analytical modelling of the
relationships between information security and political identity and qualitative
and quantitative analyses, which identify critical challenges and further evolve the
information state concept. The research results demonstrate that the information
state plays a significant role in ensuring national security and safeguarding
political identity. It has been established that, according to Eurostat data, by 2024,
94.7% of European Union member states had implemented information state
standards into their national systems. The study also confirms the challenges and
risks associated with information attacks, terrorism, and cybercrime, including
using advanced social engineering techniques to manipulate public opinion and
compromise critical infrastructure due to vulnerabilities in network protocols
and cybersecurity systems. With the proliferation of information technologies, the
term “electronic state” has emerged in the academic sphere, though it still lacks
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a clear definition. The electronic state is a concept that envisions the development
of a modern state in such a way that all spheres of public life, including legislation,
governance, and the economy, are reflected in an electronic format. The study
concludes that the concept of the electronic state is understood as an ontology of
state-building and functioning, state governance, and policy. In turn, this ontology
encompasses the study of digital government, e-democracy, digital justice,
electronic voting technologies, and public oversight in digitalisation. Ultimately,
the primary characteristics of an information state include the blurring of
territorial boundaries, the provision of information sovereignty both technically
and legally, the adequate protection of citizens’ rights through digital mechanisms,
and the integration of law into the informatisation process.

Keywords: cybersecurity; digital technologies; digital infrastructure;
analytical modelling; transnational cooperation; digital literacy.

Introduction

The rapid development of information and communication technologies,
along with the widespread adoption of computerisation and electronic document
management in daily practice, is setting the stage for a transformation in the prin-
ciples of public administration. Information and communication technologies
enhance the mechanisms of interaction among participants in societal relations,
streamline the procedures for providing public services and self-governance, re-
duce the costs of maintaining state apparatuses, improve the quality of govern-
mental decisions, and ensure the principles of transparency and openness. The
concept of an “information state” represents a developmental direction for coun-
tries that necessitates legal recognition in light of the new “information reality”
(McGowan, Phinnemore and Haastrup, 2024, p.84, p.97). Given current trends, it
is advisable to enshrine the concept of an “information state” in the constitutions
of certain countries, similar to the recognition of a legal, social, and democratic
state. These proposals are supported by the idea that specific characteristics of
the state (legal, social, democratic) are not only descriptions of the current status
but also normative goals to be pursued. In this context, the information state will
result from transitioning all spheres of social life into a digital format, a process
that requires significant time.

The transition to an information state demands continuous monitoring of the
informatisation processes at the national, regional, and economic entity levels,
impacting national security and political identity. The institutional structure for
forming and implementing state information policy includes governing and coor-
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dinating bodies, analytical units, databases, information security centres, stand-
ards development centres for information interaction, public relations services,
and research organisations. These components form a complex network that
aligns information policy with society’s needs and the state’s goals. The impor-
tance of studying information security issues is increasing due to several unre-
solved challenges in establishing an information state. Among the main challenges
are the difficulties in adapting the state information security system, which, due
to objective and subjective reasons, has rigid boundaries and is difficult to change;
the problems with the practical utilization of the potential of information security
in various state systems for their effective functioning and integration into the
global system, mainly due to contradictions in the research, generalization, and
implementation of information security practices in developed countries; and the
use of national information security structures for free exchange of information
and knowledge, as well as cooperation in various fields, faces specific challenges,
driven by the need to ensure effective exchange that fosters mutual understanding
and trust among participants; and the necessity to shift the priorities of infor-
mation security structures from protecting national consciousness to developing
global consciousness as a critical condition for the preservation of civilization and
the survival of humanity.

Strategic and technological tasks related to national security and preserving
political identity must be addressed to establish a comprehensive information
state. Transitioning from paper-based to digital document management will allow
citizens to interact more efficiently with government bodies, creating an internal
security framework. Such a system will enhance the ability to monitor financial
flows and eliminate transaction costs, thus helping to preserve state identity. The
information state enables the creation of “smart” platforms for users, accelerating
the resolution of various societal issues.

According to data provided by the European Commission, approximately 91%
of EU citizens consider cybercrime to be one of the most significant threats within
an information state and 79% note that data leaks and breaches of personal infor-
mation are also substantial concerns. For instance, in 2023, over 67,000 incidents
related to cybersecurity were recorded, a 51% increase compared to 2022. Conse-
quently, several initiatives have been introduced, including the Single Digital Mar-
ket and the Digital Europe Programme (Hammerschmid et al.,, 2024, p.417).

Analysis of recent research and publications

In their research on digital technologies in public administration, various
authors analyse various aspects. B. Raduchel (2023) examines how digital tech-
nologies lead to societal crises and proposes solutions for overcoming them.
A. R. Gohdes (2023) explores how states use digital tools for surveillance, censor-
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ship, and violence. K. Wone (2024) investigates the role of e-government in state
development, while G. Hammerschmid et al. (2024) analyse the impact of nation-
al digitalisation strategies on public administration. 0. Pakhnenko and Z. Kuan
(2023) discuss the ethical aspects of digital innovations in public administration,
and A. Svintsytskyi et al. (2023) consider the fight against fake news as a means
of ensuring state information security. A. Fazil et al. (2024) study the practical as-
pects of e-government in the context of digitalisation. Z. Huang analyses how dig-
ital technologies shape national identity and patriotism, emphasising the impor-
tance of an information state for political identity. E. Chachko and K. Linos (2022)
examine changes in international law following events in Ukraine, which also re-
late to information security and national identity.

Several aspects of the research require further study. First, the economic im-
pact of information security measures on the state budget and the business sector
has not been sufficiently explored. Specifically, how spending on cybersecurity and
information security affects economic development and the competitiveness of
national economies remains under-researched. Second, there is a lack of detailed
analysis of the social consequences of implementing digital technologies, such as
the digital divide between different social groups and regions. Additionally, inter-
national cooperation in the field of information security requires thorough con-
sideration, particularly regarding the various strategies and practices employed
by countries with different levels of technological development. Moreover, further
research is needed on the impact of information security on cultural identities,
specifically how digital technologies and information security policies might in-
fluence the preservation of cultural heritage and national identity in globalisation.

Formulation of the objectives of the article

Accordingly, the study aimed to analyse the challenges and prospects for en-
suring national security and political identity in the context of recent technologi-
cal changes on the international stage.

Presentations of the primary material of the study

The modern global information society and the new challenges of the 21st
century underscore the importance of legal regulation of information security at
all levels: individual, societal, and state. The concept of an information state en-
compasses two main directions: the social use of information technologies, the
protection of national security, and the modernisation of state structures based on
political identity (Cambridge Dictionary, n.d.).

The increasing number of studies and public statements (Likarchuk et al.,
2023, p.771) dedicated to this conceptual transformation reflects a trend toward
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new terminology and the necessity of developing and understanding an adequate
conceptual framework. This can serve as a foundation for implementing digital
technologies in government institutions.

The term “digital era” was first introduced in 2000 by M. Castells (1999, p.523),
who noted that: “...the process of technological change is rapidly accelerating as it
can unite various technological fields through a common digital language by which
information is generated, stored, retrieved, processed, and transmitted. We are in
the era of digitalisation...”. Subsequently, in 2006, scholars P. Dunleavy and H. Mar-
getts (2010) began using the term DeG (digital-era governance), which refers to:
“..a complex set of changes in public administration, based on improved information
processing and the rapid ‘multi-sectoral’ spread of information technologies...".

To define certain conceptual foundations of the information state, it is neces-
sary to clarify its understanding. For example, A. Svintsytskyi et al. (2023, p.431)
define this term as a set of tools aimed at the implementation of state authority
in the provision of services, as well as the direct interaction between government
bodies and the protection of national security. According to A. Fazil et al. (2024,
p.521), the term in question, characterises the state as a whole, incorporating
modern communication and international information technology standards
while preserving its political independence and identity. ]. Harris (2021, p.42) ar-
gues that the information state represents a state power organisation based on the
application of information and communication technologies and the protection of
national security. According to B. Raduchel (2023, p.106), the information state
is a distinctive interaction between citizens and government bodies. A. Gohdes
(2023, p.83) offers an exciting perspective, defining the “information state” as an
information-technical organisation of politico-legal interaction between subjects
of law and public authorities to ensure the participation of the former in govern-
ance and provide them with state services using digital technologies.

It should be noted that information security is based on national interests;
thus, national security involves protecting citizens residing within the country.
The issue of information security, taking into account strategic national priorities,
is of great importance, as digitalisation is one of the critical characteristics of mo-
dernity. The development of information technologies has led to significant ex-
pansion and increased competitiveness in many sectors. The political leadership
of countries also implies dominance in the information sphere: whereas in the
1990s and early 2000s, informatisation was seen as a source of radical changes
in the economy, today it is a fundamental infrastructure necessary for the devel-
opment of various sectors of business, society, and the state (Wang and Eldemer-
dash, 2023, p.749). Progress in information and communication technologies, in-
cluding state, personal, and big data (Big Data), is now at the forefront of impact.
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Accordingly, their importance far exceeds that of software solutions and technical
infrastructure. Consequently, protecting information becomes one of the critical
aspects of national security.

Analysing the views of European and American scholars, researchers define
the mechanism for ensuring information security as a system of various tools
(political, personnel, managerial, informational, legal) through which authorised
entities protect the information interests of the country, community, and citizens
from internal and external threats (Beti, 2024, p.107).

The legal policies of central states such as the USA, China, Germany, and
France vividly demonstrate the significant attention these governments pay to
information security. The information state is a modern concept that integrates
information technologies into all aspects of public administration, including the
provision of services to citizens, ensuring transparency, and enhancing the effi-
ciency of governmental processes (Wone, 2023, p.53). This interpretation implies
the use of electronic resources for interaction between government bodies and
citizens, as well as for internal administration. In such a state, conditions are cre-
ated for effective data-driven decision-making, which contributes to increasing
public trust in state institutions and improving the quality of life for citizens.

Accordingly, assessing an information state’s development level is based on
several critical indicators. The E-Government Development Index, developed by
the United Nations, is one of the main tools for this purpose. It comprises three
components: online services, telecommunications infrastructure, and human cap-
ital. A high E-Government Development Index indicates a well-developed e-gov-
ernment infrastructure and the effective integration of IT solutions into public
administration (Hamidi, 2023, p.63). The Networked Readiness Index is also an
important indicator for assessing the information state. It measures a country’s
readiness to apply information and communication technologies in various are-
as, such as business, public administration, and personal life. A high Networked
Readiness Index demonstrates that the country has the necessary infrastructure,
legal framework, and human resources to effectively implement information and
communication technologies (Hamidi, 2023, p.71).

In this context, it is worth noting that implementing the principles of an infor-
mation state requires a systematic approach and active government support. This
includes technical infrastructure, educational programs to improve the population’s
IT literacy, legislative initiatives to ensure data security, and incentives for innova-
tion. As a result, the information state enhances the country’s competitiveness in
the global market and provides the sustainability of economic development.
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One example of a prosperous information state is Estonia. Estonia has gained
recognition for its innovations in e-government and digital services. The e-Estonia
system, implemented in 2001, has enabled the country to become a leader in this
field. According to the UN, in 2022, Estonia ranked third in the world on the E-Govern-
ment Development Index with a score of 0.9472, significantly higher than the global
average (Profiroiu, Negoitd and Costea, 2024, p.337). Estonia has also achieved high
results on the Networked Readiness Index. In 2022, the country ranked 8th out of
130 countries with a score of 81.05 points, reflecting a high level of infrastructure
readiness and a robust legal framework for using information and communication
technologies. Notably, 99% of public services in Estonia are available online, provid-
ing citizens with convenient and fast access to administrative services and enhanc-
ing the efficiency of public administration (Beti, 2024, p.110).

Another example of a prosperous information state is Singapore, which ac-
tively implements digital technologies in public administration and provides ser-
vices to citizens. In 2022, Singapore ranked first in the world on the E-Government
Development Index with a score of 0.9150, reflecting the quality of online servic-
es, developed telecommunications infrastructure, and significant human capital
(Pakhnenko and Kuan, 2023, p.117). Singapore also performs exceptionally well
on the Networked Readiness Index, ranking second globally in 2022 with a score
of 84.00 points (Fazil et al,, 2024, p.525). This indicates a high level of readiness
for integrating and using information and communication technologies across all
aspects of public life. The Singaporean government actively invests in developing
digital technologies, such as the “Smart Nation” project, which involves the imple-
mentation of the Internet of Things and Big Data to improve citizens’ quality of life
and governance efficiency.

In light of the above, the most accessible form of information security for sci-
entific analysis is state information security. Strategies, doctrines, and other sim-
ilar programmatic documents adopted by states in the field of information secu-
rity clearly define the goals, scope, directions, and methods of its provision. For
instance, American and Ukrainian legal scholars view the information environ-
ment as the material and technical foundation of the information state and a part
of the noosphere (Chachko and Linos, 2022, p.127). In the modern world, there
is a close relationship between security, the conditions for development and the
level of protection of the information state. The main threats to the vital interests
of citizens and the state are realised through the information component. As a re-
sult, the significance of the information component is increasing, prevailing in all
aspects of national security.

Political identity undergoes significant transformations in the context of the in-
formation state. The accessibility of information, digital literacy, and the integration of
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new technologies into daily life foster the formation of civic consciousness and active
citizen participation in political processes. The development of information technolo-
gies allows citizens to access a wide range of information sources, promoting pluralis-
tic viewpoints and shared national values. At the same time, legal regulation and col-
laboration between state and private entities help maintain national identity amidst
rapidly changing global dynamics. The informatisation of society and the development
of digital technologies are transforming the principles of state functioning, leading to
the emergence of the information state. This state actively uses information technolo-
gies to deliver public services. It integrates them into all spheres of social life, ensuring
effective national security management and the preservation of political identity. For
instance, information security becomes a critical element of national security in the
information state, which includes digital sovereignty—state control over the national
information space, ensuring its integrity and protection from external threats; cyber-
security—a system of measures to protect information resources and infrastructure
from cyberattacks, including the development of response strategies and countering
cybercrime; and information hygiene—educating citizens on safe use of information
technologies to reduce the risk of social engineering and cybercrime.

Political identity, which defines national uniqueness and societal resilience to in-
ternal and external challenges, also includes information pluralism—ensuring access
to diverse information sources that contribute to a multifaceted political culture and
reduce the risk of information manipulation; media literacy—developing critical think-
ing among citizens, enabling them to analyse and evaluate information, thus countering
fake news and propaganda; and e-democracy—using digital technologies to increase
government transparency and foster civic engagement in the political process. In the
national security realm, the information state faces numerous challenges requiring
deep analysis and strategic approaches. One key challenge is intensifying cyber threats,
which can have catastrophic consequences for a state’s critical infrastructure. The
increasing number of state and non-state actors and the complexity of cyberattacks
underscore the need to develop advanced defence and monitoring systems. Modern
technologies like artificial intelligence and machine learning can significantly enhance
a state’s ability to detect and neutralise cyber threats, ensuring national security.

The information state contends with public opinion manipulation and dis-
information challenges in political identity. Globalisation, accompanied by the
widespread use of information technologies, contributes to the erosion of nation-
al identity and heightens the risk of external actors interfering in domestic poli-
tics. Thus, the state must focus on increasing public media literacy and developing
strategies to protect national identity. Implementing innovative educational pro-

© Likarchuk, N., 2024

114



NATALIA LIKARCHUK
INFORMATION STATE IN THE CONTEXT OF INTERNATIONAL SECURITY
AND GLOBAL IDENTITY: CHALLENGES AND PROSPECTS

grams and supporting independent media can substantially strengthen citizens’
political awareness and counteract destructive informational influences.

The prospects for developing the information state include harmonising legis-
lation on information security, enhancing international cooperation, and investing
in technological advancement. A crucial aspect is the formation of international al-
liances and participation in global initiatives aimed at combating cybercrime. This
approach will allow various countries to unite to address transnational threats.

The development of the information state is an integral part of national security
strategies. However, along with opportunities, this development also brings signifi-
cant challenges that require appropriate responses from the state. Cyberattacks, cyber
espionage, and information wars are the main threats to the information state. They
disrupt the operation of critical infrastructures, undermine trust in state institutions,
and spread disinformation. For example, cyberattacks on government systems in the
United States (such as the OPM breach in 2015) and the European Union (such as
the cyberattack on Estonia in 2007) demonstrate the scale of these threats. Using big
data and monitoring citizens infringes on privacy rights, and the misuse of such tech-
nologies can lead to authoritarianism. For instance, China’s social credit system uses
vast amounts of personal data to monitor and control citizen behaviour. Additionally,
using disinformation and propaganda to influence public opinion and political pro-
cesses destabilises the internal situation within a state. Russia’s interference in the
2016 U.S. elections through social media to spread disinformation is an example of
how such actions can polarise society and undermine trust in democratic institutions.

Implementing advanced cybersecurity systems, enhancing international coop-
eration in cybersecurity to analyse and detect threats, and strengthening legislative
measures are necessary to combat cybercrime and protect democratic processes
from interference. For example, the United States and the EU have established cy-
bersecurity agencies, such as the Cybersecurity and Infrastructure Security Agency.
Cybersecurity is becoming an essential element of national security, as cyberattacks
result in significant losses and disruptions to critical infrastructures. States use infor-
mation resources to control and manage public opinion, affecting citizens’ political
identity. Statistics show a growing investment in cybersecurity and an increase in
cyberattacks. Over the past five years, global cybersecurity spending has risen from
$106 billion in 2017 to $173 billion in 2022. The number of cyberattacks in 2022
reached 2.8 billion, a 40% increase compared to 2017 (Beti, 2024, p.109). This un-
derscores the importance of developing the information state to safeguard national
security. Simultaneously, the mass media and social networks have become platforms
for political manipulation and propaganda, impacting citizens’ political identity.

Using information and communication technologies to enhance government
transparency and accountability and encourage citizen participation in political
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life through electronic platforms helps create a more open and democratic soci-
etal system. For example, Estonia has implemented e-governance and e-voting,
significantly boosting citizen trust in state institutions. Over 99% of public servic-
es are available online, and e-voting has been implemented nationally since 2005.
In the 2019 parliamentary elections, 44% of votes were cast online, reflecting high
public trust in the e-voting system.

Fostering innovation, developing the digital economy, and creating favourable
conditions for technological startups lead to economic growth, job creation, and
strengthening of a country’s international standing. Accordingly, Israel actively de-
velops its high-tech sector; contributing to economic growth and national security.
The government is home to over 6,000 startups, and venture capital investment in
2022 reached approximately $10 billion (Beti, 2024, p.107). High-tech industries,
such as cybersecurity, secure Israel’s leading position in the global market and
significantly enhance its defence capabilities. In the context of national security
and political identity in the information society, the primary threats to the vital
interests of individuals, society, and the state in the information sphere may come
from countries or their alliances and special services, international terrorist and
criminal organisations, and groups, as well as national and global information and
communication systems.

The influence of harmful information factors reduces or distorts the aware-
ness of government agencies. Individuals and social groups may develop a false
perception of surrounding events and processes, affecting their behaviour, devel-
opment, knowledge, upbringing, mental state, and health, ultimately impacting
their existence within society. The impact of destructive information on societal
consciousness lowers general culture, fosters spiritual emptiness, and spreads in-
humane ideas. This leads to negative phenomena such as corruption, monopolies,
theft, and blackmail. Utilising these factors can trigger internal political unrest,
strikes, ethnic conflicts, armed clashes, and civil wars.

In various areas of the information state, threats and dangers may manifest
differently. However, a misunderstanding of reality by those making state deci-
sions can negatively impact national security and political identity. Information
distortion and disinformation can lead to erroneous conclusions that threaten
political stability, economic development, and state security. Overcoming and pre-
venting these threats requires improving the state’s information security system,
fostering the innovative development of the information technology sector, elim-
inating dependence on foreign information technologies, and creating and using
information technologies inherently protected against various influences.

© Likarchuk, N., 2024
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Conclusions

Information security is critical to national security, as protecting the informa-
tional interests of the state, society, and citizens from internal and external threats
is paramount. Legal, political, personnel, administrative, and informational meas-
ures form the mechanism for ensuring information security, enabling states to re-
spond to the challenges of a globalised world effectively. The development of the
information state involves the integration of digital technologies into all aspects of
state governance, which enhances the efficiency of service delivery, transparency,
and citizen trust in government institutions. The E-Government Development In-
dex and the Networked Readiness Index are critical indicators of the level of infor-
mation state development, reflecting a country’s readiness to utilise information
and communication technologies.

The conducted research established that the concept of the information state
is crucial for ensuring national security and shaping political identity. In particular,
it was found that integrating digital technologies into state governance enhances
the efficiency of administrative processes, transparency, and citizen participation
in political life. Protecting information systems and cybersecurity was confirmed
as essential for maintaining state resilience against external and internal threats.

Further research within the framework of the information state in the con-
text of national security and political identity should focus on developing new
methods for protection against cyber threats. The continuous evolution of cyber-
crime requires the creation of innovative technologies to detect and neutralise
new threats, the analysis of the impact of information security on social stability,
the investigation of the relationship between the protection of personal data and
citizens’ trust in government institutions, integration of information technologies
into various areas of government, assessing the effectiveness of using information
and communication technologies in health care, education, law enforcement, and
other sectors to improve the quality of public services; international cooperation
in information security, and examining the practices of different countries and de-
veloping joint strategies to combat global cyber threats.

Qualitative indicators were obtained, demonstrating the positive impact of
digital technologies on the functioning of the state. Specifically, implementing in-
formation systems has reduced the time and costs associated with providing pub-
lic services and increased citizens’ trust in government institutions. The results
showed that effective management of information security and political identity
is achievable by adhering to transparency, data protection, and digital identifica-
tion principles. Examples of successful information states, such as Estonia and
Singapore, demonstrate that an innovative approach to implementing electron-
ic resources and developing telecommunications infrastructure contributes to
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increased competitiveness and sustainable development. These countries have
achieved high results on the EGDI and NRI indicators, indicating the effectiveness
of their digitalisation strategies.

The information state also significantly influences political identity, contrib-
uting to forming civic consciousness and active citizen participation in political
processes. Ensuring access to diverse information sources, developing critical
thinking, and promoting media literacy are essential elements in supporting na-
tional identity and countering informational manipulation.

At the same time, it is essential to note the limitations of this research, which
may affect its results. One of the main limitations is the rapid development of in-
formation technologies, which complicates the prediction and analysis of long-
term trends. The obtained results significantly impacted the understanding of the
role of information technologies in state governance and national security. They
underscore the need for continuous monitoring and adaptation of state strategies
to new technological challenges. In the future, the results could be improved by
expanding the database, involving additional resources, and conducting compara-
tive studies in other countries. Another important direction is the development of
interdisciplinary approaches, which will allow for a more comprehensive assess-
ment of the impact of information technologies on society and the state.

REFERENCES

Beti, E., 2024. National security as a comprehensive notion, state security from the
aspectofinternational law and its political manifesto. Balkan Journal of Interdisciplinary
Research, [e-journal] 10 (1), pp-105-113. https://doi.org/10.2478 /bjir-2024-0010
Cambridge Dictionary, n.d. [online] Available at: <https://dictionary.cambridge.
org/dictionary/english/> [Accessed 25 May 2024].

Castells, M., 1999. The Information Age. Volumes 1-3: Economy, Society, and Culture.
Oxford: Blackwell.

Chachko, E. and Linos, K., 2022. International Law After Ukraine: Introduction to
the Symposium. American Journal of International Law Unbound, [e-journal] 116,
pp-124-129. https://doi.org/10.1017/aju.2022.18

Dunleavy, P.and Margetts, H., 2010. The Second Wave of Digital Era Governance. In:
American Political Science Association (APSA) Annual Conference, Washington, DC,
2-5 September. [online] American Political Science Association, pp.1-32. Available
at: <https://core.ac.uk/download/pdf/95777.pdf> [Accessed 25 May 2024].
Fazil, AW, Hakimi, M., Aslamzai, S. and Quchi, M.M., 2024. A Review of E-Government
Practicesin the Age of Digitalization. International Journal of Multidisciplinary Approach

© Likarchuk, N., 2024

118



NATALIA LIKARCHUK
INFORMATION STATE IN THE CONTEXT OF INTERNATIONAL SECURITY
AND GLOBAL IDENTITY: CHALLENGES AND PROSPECTS

Research and Science, [e-journal] 2 (02), pp.511-527. https://doi.org/10.59653/
ijmars.v2i02.568

Gohdes, A.R., 2023. Repression in the Digital Age. Surveillance, Censorship, and the
Dynamics of State Violence. [e-book] New York: Oxford University Press. https://
doi.org/10.1093/0s0/9780197743577.001.0001

Hamidi, A., 2023. Auswirkungen von E-Government in Entwicklungsldnder. Verlag
Unser Wissen.

Hammerschmid, G., Palaric, E., Rackwitz, M. and Wegrich, K., 2024. A shift in paradigm?
Collaborative public administration in the context of national digitalization strategies.
Governance, [e-journal] 37 (2), pp.411-430. https://doi.org/10.1111/gove.12778
Harris, ], 2021. Effective strategies for changing public opinion: A literature
review. Sentience Institute, [online] 08 November. Available at: <https://
www.sentienceinstitute.org/downloads/Effective%20strategies%20for%20
changing%?20public%20opinion.pdf> [Accessed 25 May 2024].

Likarchuk, N., Velychko, Z., Andrieieva, O.,Lenda, R.and Vusyk, H.,2023.Manipulation
as an element of the political process in social networks. Cuestiones Politicas,
[e-journal] 41 (76), pp.769-779. https://doi.org/10.46398/cuestpol.4176.45
McGowan, L., Phinnemore, D.A. and Haastrup, T, 2024. A Dictionary of the European
Union.11thed.[e-book]London:Routledge.https://doi.org/10.4324 /9781003476863
Pakhnenko, O. and Kuan, Z., 2023. Ethics of Digital Innovation in Public Administration.
Business Ethics and Leadership, [e-journal] 7 (1), pp-113-121. https://doi.org/10.21272/
bel.7(1).113-121.2023

Profiroiu, C., Negoita, C.and Costea, A.,2024. Digitalization of publicadministration
in EU member states in times of crisis: the contributions of the national recovery
and resilience plans. International Review of Administrative Sciences, [e-journal]
90 (2), pp-336-352. https://doi.org/10.1177/00208523231177554

Raduchel, B.,, 2023. The New Technology State: How Our Digital Dreams Became
Societal Nightmares—and What We Can Do about It. Reston: Amplify Publishing.
Svintsytskyi, A.V, Semeniuk, O.H., Ufimtseva, O.S, Irkha, YB. and Suslin,S.V, 2023.
Countering fake information as a guarantee of state information security. Security
Journal, [e-journal] 36 (3), pp.427-442. https://doi.org/10.1057 /s41284-022-00347-0
Wang, A. and Eldemerdash, N., 2023. National identity, willingness to fight, and
collective action. Journal of Peace Research, [e-journal] 60 (5), pp.745-759. https://
doi.org/10.1177/00223433221099058

Wone, K., 2023. E-government: Digital governance, a solution for development.
Independently published.

119



INTERNATIONAL RELATIONS: THEORY AND PRACTICAL ASPECTS
Issue 14 (2024)
ISSN (print) 2616-745X; ISSN (online) 2616-7794

IH(DOPMAI_[II‘/JIH_A AEPKABA B KOHTEKCTI
MI?>KHAPOAHOI BE3INEKHU TA IZIOBAJIBHOI IAEHTUYHOCTTI:
BUKJ/IUKU 1 IEPCIIEKTUBHA

Jlikapuyyk Hatanisa BacuiiBHa

Hokmopka noaimu4Hux HayK, npogecopka kagedpu depicagHo20 ynpasaiHHs,
ORCID: https://orcid.org/0000-0001-7119-439X,

e-mail: n.likarchuk@gmail.com,

HasuaabHo-Haykogull iHcmumym ny6i4Ho20 ynpaeaiHHs

ma depacasHoi cayxncbu Kuiecbkozo HayioHa1bHO20

yHieepcumemy imeHi Tapaca Lllesuenka, Kuis, Ykpaina, 04050

MeToro pgocnifpkeHHs OyJ0 TpPOBECTU aHali3 Ta KOHLeNTyasisaliio
deHoMeHy iHpopMarilHOI AepKaBU Kpi3b NMPU3My HaIl[iOHAJIbHOI Ge3MeKd Ta
MOJIITUYHOI ileHTUYHOCTI. BignoBigHo, y AocaifKeHH]I po3ria[aTbCd Cy4acHi
nigxoau A0 KoHuenii ingopManifiHoi fepKaBU B paMKax HallioHa/JIbHOI 6e3MeKHU
Ta MOJIITUYHOI ileHTUYHOCTi. MeTo/10J10TisI OC/Hi;>KEHHSI OXOMJIIOE aHaJiTUYHE
MO/IeJIIOBaHHSl B3a€MO3B’sA3KiB Mix iHpopmaniliHOIO 6e3meKkor0 i MmosiTHYHO
iJeHTUYHICTI0O Ta AKICHUH 1 KiJIbKICHMM aHaJi3u, 10 /I03BOJISIE BU3HAYUTH
OCHOBHI BUKJIMKH Ta MOJaJIblly reHe3y CTaHOBJEHHs KoHUenlii iHpopMaliiHol
JlepkaBu. PesynbTraTu AociipkeHHsS [OBOJAATH, 1o iHdoOpMaliiiHa JAep:kaBa
Ma€ BeJIMKY Bary, IepeayciM y rapaHTyBaHHI HallioHaJbHOI 6e3NeKH, aje
BOJIHOYAC i y 3abe3meyeHHi MOJIITUYHOI ileHTUYHOCTI. BcTaHoBJ/eHO, 1110, 3a
fanumu Eurostat, fo 2024 poky 94,7 % fepxaB-4eHiB €Bponericbkoro Corwosy
BIPOBA/IUJIM CTaHJAAPTH iHPopMaliiiHOl Aep:KkaBU y CBOI HalliOHAJIbHI CHCTEMHU.
TakoX MpOMOHOBaHe JOCIIPKEHHA MIATBEPAXKYE, 110 iICHYIOTh BUKJIMKU Ta PU3UKH,
sKi noB’si3aHi 3 iHGopMaLiHHUMU aTakaMu, TEPOPU3IMOM i KiGep3JI0UMHHICTIO,
3BaXKAal0UYM Ha BUKOPUCTAHHA IepeloBHUX METOJIB COLia/bHOI iHXeHepil A
MaHinyJidaLii CycriJibHOIO AYMKOI0, @ TAK0 KOMIIPOMETAL|il0 KPpUTUYHO BaXKJIUBOI
iHppacTpyKTypu uepe3 ypas3/MBOCTI B MepexeBUX NPOTOKOJAx i cucTeMax
Kibepbesneku. 3 mouMpeHHsAM iHPopMaliiHUX TeXHOJIOTiN y HaykoBil cdepi
3'IBUBCSl TEPMiH «eJIeKTPOHHA Jep:aBa», NpoTe BiH Joci He Mae 4iTKOro
BH3HauYeHHs. EJleKTpoHHA Jiep:KaBa — 1le KOHIleMNllis, siKka nepei6ayae po3BUTOK
Cy4yacHOI Jilep>kaBU TaKUM YUHOM, 1110 BCi cdhepu CycniIbHOTO XKUTTS, BKIOYAIUH
3aKOHO/IaBCTBO, YIPaBJIiHHSA Ta €KOHOMIKY, BiJo6paKaloThCsl B €JIeKTPOHHOMY
dopmarti. Y mociimkeHHI poGUTBCA BHCHOBOK, IO KOHIEMIisl eJIeKTPOHHOI

© Likarchuk, N., 2024

120



NATALIA LIKARCHUK
INFORMATION STATE IN THE CONTEXT OF INTERNATIONAL SECURITY
AND GLOBAL IDENTITY: CHALLENGES AND PROSPECTS

Jlep:KaBU 3BOJIUTHCS JI0 ii pO3yMiHHS SIK OHTOJIOTII Jlep:KaBHOTr'0 6YAiBHUIITBA Ta
$YHKIiOHYBaHHS, JAepPKaBHOrO ynpaBJ/iHHA 1 nosiTuku. 3i cBoro 60Ky, noAi6bHa
OHTOJIOTiSl BKJIOYAE BUBYEHHsS LUQPPOBOro ypsifly, €JeKTPOHHOI J1eMOKparTii,
u$pPoOBOTO MpPaABOCY/Jis, €JeKTPOHHUX BUOOPUUX TEXHOJIOTINH, TpoMajiCbKOTo
KOHTPOJIIO 3 ypaxyBaHHSM nudpoBisauii. ¥ mificyMKy, OCHOBHUMH O3HaKaMU
iHpopMalliiHOI Jlep:KaBHU € PO3MUTICTb TEPUTOPia/IbHUX MeXK, 3a0e3NedyeHHs
iHpopMalliiHOTO CyBepeHITeTy fK i3 TexHiyHOl, Tak i 3 MpaBOBOI CTOPOHH,
epeKTUBHUIN 3aXUCT MpPaB rPOMaZisiH 3a JAOMOMOro HUPoOBUX MeXaHi3MiB Ta
iHTerpauia npasa y nponec iHpopmaTusauii.

Kio4yoBi ciaoBa: kibGepbe3sneka; 1udpoBi TexHoJsoril; 1udposa
iHppacTpyKTypa; aHa/JiTU4YHe MOJIe/II0OBaHHS; TpPaHCHAlliOHAJbHA CIiBIIpals;
udpoBa rpaMoOTHICTb.
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